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ABSTRACT 

In this paper is dedicated to present the design of 

the proposed Web of Things (WoT) security 

system, the proposed security for the WoT 

transmission data contains two steps: Encryption 

and the integrity and authentication data stage. The 

proposed security mechanism is designed and built 

using two lightweight algorithms (GOST and 

Speck) with many modifications in order to get 

more security and stall compatible with the WoT 

devices and sensing data in sending and receiving 

sensing data. 

 This proposed system provides a high 

level of security for any sensitive information that 

may be generated from sensors that may be 

installed in an important location to protect 

buildings and offices from theft by making certain 

modifications to the algorithms necessary to 

maintain the safety and security of the information, 

etc., which must be protected from Attacks or 

displayed by hackers. This system was designed to 

be successful in providing message content 

protection properties, including confidentiality, 

integrity, and authentication, and also to be 

compatible with all kinds of sensing data and 

sensors. This system is designed to be effective in 

providing security features for message contents 

that include confidentiality, authentication and non-

repudiation, and is compatible with all types of 

remote sensing data and sensors to send the final 

notification to the final administrator view. 

 The proposed algorithm is designed to 

provide users with high flexibility and ease in 

managing change operations, speeding up 

encryption operations and intruding the contents of 

message packets (types and forms of different 

sensor data) at the point of origin and decrypting 

and checking packet integrity messages upon 

receipt. These features make users of this system 

more confident with each other. 

  

I. INTRODUCTION 

With the major advances in technology 

and electronics, the internet is connected to billions 

of computers. Every day, the number of devices 

connected to the network is increasing[1-3]. 

This increased use of Web of Things 

(WoT) has led to users starting to worry about the 

future in terms of information security which is one 

of the main challenges facing the evolution of these 

technologies. How to maintain the confidentiality, 

integrity, and authentication of that information 

during transmission[2,4,6]. 

This reason, many users have stopped 

using these technologies. Therefore, there have 

been many techniques and suggestions for 

maintaining the confidentiality, integrity, and 

authenticity of that information. [6,7] 

Io T and WoT are display challenges in 

security relating that are determined by the IERC 

2010 Strategic Research and Innovation Roadmap 

(SRIR). While some detailing is helpful, there are 

additional parts that needing to address by the 

research-society. Although there are numerous 

specific challenges of privacy, trust, and security in 

the IoT/WoT, they share many incidental non-

functional requirements. [8,9] 

 

The  WoT offers real opportunities for 

wearable devices, smart homes, software, and 

information sharing via the Internet. Considering 

that the information that may be shared is private, 

maintaining the security of this information is a 

fundamental requirement in the Web of Things 

[10,11,12]. Addressing such obstacles is one of the 

continuing challenges that the Web of Things has 

to face Chandu Y and et al were used a hybrid 

algorithm that includes both algorithms (AES, 

RSA) to provided security data during transmission 

and storage of this data in the cloud. The proposed 

algorithm enables the Edge device to encrypt the 

data generated with AES before sending it to the 

cloud [13,14,21]. The AES key is encrypted using 

the RSA cipher system. The RSA encrypted key is 
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exchanged with the authorized person via 

email[3,15,16]. 

Hayder Najm and et al were used a hybrid 

cipher method based on the GOST block algorithm 

and the Salsa (20) stream algorithm[4]. In order to 

be provided adequate security with randomly high 

hardness, it reinforces the five standard tests and 

modifies the key schedule as secure processes[17-

20] 

Haider K. Hoomod and et al were used the 

Speck-SHA3 (SSHA) algorithm resulting from a 

modification to the SHA-3 algorithm by replacing 

the KECCAK function with another very fast 

algorithm SPECK, which produces a very fast 

algorithm with a strong security level reliable in the 

validation of the data produced by the sensors 

[5,24,27,28]. Also, the extended logistic system is 

used to generate the initial values that the SHA3 

algorithm uses to make these values unknown 

which the intruder cannot guess or recognize. This 

algorithm achieved SSHA, the speed was this 

algorithm much faster than the SHA-3 algorithm, 

with the ability to provide a good level of data 

security and integrity in a wot environment 

compared to the level of security provided by the 

original SHA-3 algorithm. Also, the SSHA 

algorithm could be used in IoT systems that need 

methods to quickly and securely verify data 

integrity[20-23]. 

  In this paper, a hybrid encryption method 

will be proposed that based on the GOST algorithm 

and SPECK algorithm to provide confidentiality of 

information during it transmits from a source to the 

final interface, as well as the SHA-3 algorithm will 

be proposed in order to ensure that the information 

that may be received from WoT system is not 

falsified and its contents are not modified. In 

addition to validating this information. 

 

II. THE PROPOSED SECURE WOT 

SYSTEM 
The problem that is dealt with in this 

paper is the treatment of security problems that 

may arise when sending information via network, 

which may carry information on the Internet, which 

is responsible for monitoring  the status of the halls 

or buildings in which it was installed. So, it is 

proposed a hybrid of modify the GOST algorithm 

and Speck algorithm to increase its security as well 

as to increase the speed of converting explicit 

media into encrypted media. This process also 

helped to preserve the information generated by the 

sensors and also prevented the hackers from 

viewing or modifying them. 

The proposed system is based on the 

availability of alerts in response to the emergence 

of safe sensor data from the central workstation. 

The security mechanism is suggested to make the 

sensing data more secure through the network to 

connect the object sensors. The proposed system 

consists of five main layers (Sensing layer, 

Collection layer, sending layer, receiving layer and 

the response layer to the web decision making and 

displaying). 

On the Sensing layer, which is explained 

as a data sensing layer, the sensors are distributed 

as clusters and each group contains (at least five 

sensors’ devices). So, the sensors will be deployed 

in specific locations to read the situation or the 

surrounding environment by many parameters that 

will help to determine the decision by these 

parameters. 

In the data collect/aggregates layer, the 

distribution of data collection devices on each set 

of sensors. So that, each set of sensors is controlled 

by the device like microcontroller (client side) 

through the wireless network.  

In this proposed work, the microcontroller 

type that is used will be Raspberry pi3 that will 

have deployed and controlled on set of sensors. 

Raspberry Pi3 is also connected to the main 

(server-side) Raspberry that was used to send the 

collected sensor data to the computer responsible 

for parsing the sensor data and receiving the 

response.  

The Third layer is the sending layer that 

required lightweight security mechanism. The 

Hybrid Proposed Security Mechanism (HPSM) 

consists of three stages: security chaos keys 

generation, sensing data encryption, and 

authentication. this stage will be used in proposed 

algorithms to provide the security and 

authentication to the data that is generated by 

sensing layer. 

HPSM contains a range of modern encryption and 

authentication technologies that consist of many 

security algorithms that work together to achieve 

better security results. They are provided through a 

combination of security algorithms that work 

together and are interconnected in their work. They 

provide both encryption and data authentication by 

applying and implementing a modified encryption 

algorithm with each other and a set of new 

authentication strategy.  

The WoT devices work with continuous 

numerical data that is generated continuously and 

at specified time intervals. This data must be 

secured using an advanced security mechanism. 

Each part of the IoT device must be secured with 

the appropriate security system. 
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So, the proposed PSM consists of more than one 

algorithm integrated into a single security system 

(as shown in Figure 1), and these systems are: 

1) 4D Chaos Keys Generation (using extended 

Lorenz system).  

2) Authentication message by using SHA3. 

3) Hybrid Modified Lightweight GOST-Speck 

Encryption Algorithm. 

In authentication process, a set of 

algorithms will be used to produce a faster hash 

than the original algorithms are adopted. So, the 

SHA3 architecture was relied upon as the basis for 

building an algorithm for hashing production and a 

four-dimensional from chaotic system will be used 

to produce alternative primary values for values 

that will be replaced with the initial values of 

SHA3 algorithm.  

Sensing data blocks encryption were done 

by two symmetric Lightweight algorithms (GOST-

Speck) by using different chaos keys that will be 

produced from hyper chaotic system in both 

encryption and decryption, encryption of data using 

GOST-Speck provides confidentiality to the 

sensing data. 

Chaos Keys Generation algorithm was 

used to generate random numbers by using a 

combination of the Extended Lorenz chaotic 

system with different initials and parameters values 

to produce 5D chaos keys values (used chaotic 

system from [27]. Chaos keys used in all HPSM 

algorithms: in generating their encryption/hash 

keys, and in some encryption/hashing functions. 

In encryption stage, the proposed encryption 

algorithms (Hybrid GOST-Speck Algorithm 

(HGSA)) were used for the purpose of protecting 

sensor data in the WoT system. 

 The HGSA designed by merging the 

GOST algorithm (24 rounds) with the Speck 

algorithm (with 10 rounds) The rounds decreasing 

was for the purpose of reducing encryption time. 

Figure 1 illustrating a block diagram of the Hybrid 

GOST-Speck Algorithm. The Speck algorithm was 

inserted as a layer in the GOST round layers to 

avoid many attacks by increasing the strength and 

complexity of the GOST encrypting security 

results.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure (1): Block Diagram of the Proposed System Structure and Internal Algorithms. 
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The steps of HGSA are as following: 

1. Collect the sensors data from the data 

collection phase in the form of a TXT file, it 

enters to HGSA, where the following stages 

below show how HGSA works: 

2. Divide collected data into blocks from 1024 

bits, then divide 1024 bits into 512 bits for 

both sides (left and right). 

3. Divides the 2048-bit secret key into eight parts 

from sub keys starting from K1, K2, ......, K5, 

so that each part is 1024 bits. 

4. The total number of rounds for the HGSA is 

28. 

5. In each round, both from the right side and the 

left side are  xored with 1024 bits keys. 

 

 
Figure (2) shows the structure of the proposed HGSA. 

 

III. RESULTS AND DISCUSSION 
The new proposed lightweight encryption 

algorithm called (HGSA) algorithm hybrid by the 

GOST and Speck algorithms. The proposed system 

deals with 1024 bits of data. The 1024 bits of data 

that entered into the system will be xoring with 

Chaos keys to result D1. Then the 1024 data bis 

splits into three parts of 256 bits entered to three 

Speck algorithms and four parts of 64 bits entered 

to four GOST algorithm. Results sides will be 

swapped and then repeat the previous operation to 

20 rounds as illustrate in figure (2). 

A standard NIST test will be used for testing 

HGSA encryption. Table (1) explains the timeline 

for the proposed encryption method on various 

sizes of file encryption. 

 

Table (1): benchmarking performance of the HGSA (20rounds) average time (in msec) (using random 

data) 

Operation HGSA(1024bit) 

Encryption (1 KB) 0.09076 

Decryption (1KB) 0.1083 
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Encryption (10KB) 1.16233 

Decryption (10KB) 1.01750 

Encryption (100KB) 62.0098 

Decryption (100KB) 63.6712 

Encryption (1MB) 547.3420 

Decryption (1MB) 545.6554 

Encryption (10MB) 998.6321 

Decryption (10MB) 995.1423 

 

Table (2) illustrates the results of NIST tests applied to the HGSA results to ensure it has better security to avoid 

and prevent various types of attacks. 

The HGSA is passed through all NIST tests on each round (24 and 20) due to its functions and chaos. 

 

Table (2): NIST tests results of the HGSA-1024bit 

NIST statistical tests Results Name HGSA 1024 bit 

Rounds 

24 20 

Frequency (Monobit) test 0.895 0.873 

Runs test 0.995 0.960 

Discrete Fourier transform 0.987 0.980 

Block frequency 0.883 0.867 

Longest runs test 0.950 0.949 

Cumulative sums test 0.908 0.802 

Serial test 0.987 0.975 

Matrix rank test 0.792 0.770 

Overlapping template test 0.954 0.943 

Linear complexity test 0.979 0.962 

Nonoverlapping template test 0.888 0.874 
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Random excursions variant test 1.121 1.099 

Random excursions test 0.998 0.987 

 

Table (3) indicates the average HGSA 1024-bit encryption time with separate iteration rounds (24 and 20). 20-

rounds HGSA 1024-bit encryption time is faster than rounds.  

 

Table (3): the average encryption time for HGSA 1024-bit with different iteration rounds (24 and 20). 

Text Size 

(KB) 

HGSA 

1024-bit Time 

(msec) 

(24 Rounds) 

HGSA 

1024-bit Time (msec) 

(20 Rounds) 

1 0.0203 0.0201 

10 0.089 0.078 

25 0.357 0.299 

75 1.684 1.532 

100 2.832 2.765 

1000 8.785 8.654 

2000 19.915 19.852 

10000 100.784 100.427 

500000 200.593 200.341 

 

The proposed HGSA algorithm has been 

constructed with fewer complexity functions (as 

seen in time calculation), although for various 

rounds, the CPU cycles are an average of between 

8999 and 11407 cycles for different round cycles 

(encryption rounds and data size). 

 

IV. CONCLUSIONS 
The hybrid of the GOST and speck 

algorithms is a simple pointed issue for designing a 

strong encryption algorithm useful in many fields 

like IoT, WoT, WSN, media encryption etc. hybrid 

combination as shown in results has a certainty 

circumstance in avoiding the weak in the two 

algorithms, this the weak point of the method of 

cryptanalysis as related-key cryptanalysis. 

However, this resolved by the proposed method 

(Gost -Speck) to have the right combination and 

more robustness security.  This hybrid algorithm 

deals with 1024-bit input data block and 2048-bit 

chaos keys. Its need for 21
256

 probable keys to 

breaking keys that, because of its uncomfortable 

procedure in this situation, is to be not used brute 

force attack. Also, the proposed hybrid algorithm 

passed the all NIST standard tests successfully with 

best of the randomness. 
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